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Abstract

Networked control systems with encrypted sensors measurements is considered. Semi-homomorphic encryption, specif-
ically the Paillier encryption, is used so that the controller can perform the required computation on the encrypted
data. Conditions on the parameters of the encryption technique are provided that guarantee the stability and the per-
formance of the closed-loop system. The results are subsequently extended Laplacian based distributed systems, such as
formation-seeking algorithms. It is shown that the problem of figuring out the state measurements of the neighbouring
agents of a compromised agent upon using the proposed algorithm is numerically intractable.
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1. Introduction

Recent technological advances in communication engi-
neering have facilitated the design and the deployment of
large-scale systems that are remotely monitored and con-
trolled. Modern infrastructures, such as smart grids and
intelligent transportation systems, are examples of such
systems. The massive size of the collected data and the
computational power required for operating these systems
have motivated outsourcing estimation and control tasks
to third-party platforms, namely, the cloud-computing
companies. This allows the system operator to save con-
siderably in terms of the required infrastructure and the
budget for expanding the system. Although very desir-
able, relying on third-party computation is not without
its perils. Cyber-security threats and invasion of privacy
of the users are just two examples of the sort of problems
arising in this context [2—4].

Cyber-security attacks can be decomposed into various
categories based on the type and the amount of the re-
sources that the attacker uses to achieve its goal [3]. Eaves-
dropping is one of the most basic attacks that requires rela-
tively low amount of resources. This attack also serves as a
starting point for many more sophisticated attacks [5]. In
eavesdropping attacks, the adversary listens to the com-
munication channel between the sensors, the controller,
and the actuator to extract valuable information about the
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model and the controller based on the transmitted data.
Encryption is a tool that is widely utilized to combat such
attacks. A typical control loop with encryption-decryption
units is shown in Figure 1. The sensor and the controller
encrypt their signals before transmitting them through the
communication network. This technique is good for mak-
ing eavesdropping attacks difficult over the communication
channel, i.e., points A and B in Figure 1. However, the en-
cryption is useless if the cloud-computing platform is com-
promised, i.e., if the attacker has access to points C, D, and
E in Figure 1. Privacy breaches also often happen inside
the cloud-computing services, where a third-party service
provider or an adversary agent can reconstruct the private
data of the participants or the infrastructure. Hence, en-
cryption techniques in the networked systems of the form
in Figure 1 are not effective for these privacy breaches. In
light of these observations, it is desirable to use encryption
techniques, such as semi-homomorphic encryption, that
do not require the data to be decrypted before entering
the cloud-computing services. Thus, reducing the risks of
cyber-security attacks and privacy breaches in points C,
D, and E in Figure 1.

In this paper, a networked control loop of the form of
Figure 2 is closely studied. Homomorphic encryption is
a form of encryption that allows the controller (on the
cloud-computing platform) to carry out the necessary com-
putations on encrypted data. Semi-homomorphic encryp-
tion are a simpler form of homomorphic encryption that
only allow for a category of operations to be performed on
the encrypted data. For instance, the Paillier method [6],
which is a semi-homomorphic encryption technique, allows
summation of plain data to be performed by multiplica-
tion of the encrypted ones. On contrary, ElGamal encryp-
tion [7] allows the multiplication of plain data using the
multiplication of the encrypted data. In contrast, fully-
homomorphic encryption schemes, such as Gentry’s en-
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Figure 1: The schematic diagram of a networked control system with encryption-decryption units.
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Figure 2: The schematic diagram of a networked control system with semi-homomorphic encryption-decryption units.

cryption [8], allow for both multiplication and summation
of plain data through appropriate arithmetic operations
on the encrypted data.

In this paper, the Paillier encryption technique is used
for secure and private computation of control laws us-
ing untrusted cloud-computing platforms. Specifically, the
parameters of the Paillier encryption technique are de-
termined so that the stability of the closed-loop system
and its closed-loop performance can be guaranteed. The
results are subsequently extended Laplacian based dis-
tributed systems, such as formation-seeking algorithms. It
is shown that the problem of figuring out the state mea-
surements of the neighbouring agents of a compromised
agent upon using the proposed algorithm is numerically
intractable.

This is not the first time that the semi-homomorphic or
homomorphic encryption schemes are utilized when using
third-party cloud-computing services; e.g., see [9-13] and
the references there-in. However, none of these studies,
except [13], have considered these techniques in networked
control system. In addition, in [13], only a framework for
using semi-homomorphic encryption in networked control
systems is developed and practical aspects, such as ensur-
ing stability and maintaining the closed-loop performance
of the system, are not studied. Further, these results have
not addressed the possibility of using homomorphic en-
cryption in distributed systems for securing the commu-
nications from possible adversaries through compromised
agents.

The rest of the paper is organized as follows. First,
background materials on fixed-point arithmetic and semi-
homomorphic encryptions are presented in Section 2. The
control strategy is discussed in Section 3. The results are
generalized to Laplacian based distributed systems in Sec-
tion 4. Numerical examples are provided in Section 5 and
the paper is concluded in Section 6.

2. Background materials

2.1. Fized-point arithmetic

The objects of interest, in this paper, are signed fixed-
point rational numbers in base 2, such as

Tcep_1Ch—2 - Cmg1. CCm—1-"-C1

integer bits fractional bits

for given integers n,m € N such that m < n. The set of
all such numbers can be denoted by

n—1
Q(n,m) := {b €Qlb=—b,2" "1 43 2,

i=1
b €{0,1}Vi e {1,...,n}}.
This set contains all rational numbers between —27~™~1

and 27~ ~1 27 geparated from each other by the resolu-
tion 27", Although conceptually useful, these fixed-point



rationals need to be transformed into integers so that a dig-
ital processor can use them. To do so, define the mapping
fam + Q(n,m) — Zgn such that f, ,,(b) = 2™bmod 2"
for all b € Q(n,m). The notation Z, denotes the set
of integers modulo g for all ¢ € N. Moreover, define
the inverse mapping f, L : Za» — Q(n,m) such that
fom(a) = (a — 2”]1a22;,71)/2m for all @ € Zgan, where
1, is a characteristic function that is equal to one if the
statement p holds true and equal to zero otherwise.

Proposition 1. The following two statements are valid:
1. f;,}n(fnym(b)) =b for allb € Q(n,m);
2. frn(frm(a)) =a for all a € Zon.

PROOF. See Appendix A. |

This proposition shows that Q(n,m) is isomorph to Zgn
and thus every operation in the set of signed fixed-point
rationals Q(n,m) can be translated into an operation in
the set of integers modulo 2™ and wvice versa. This rela-
tionship is explored in detail in the following proposition.
Noting that n and m are clear from the context, with slight
abuse of notation, in this proposition, f and f~! are used
instead of f, ., and f,- L | respectively.

Proposition 2. The following identities hold:

1. For oll b,b € Q(n,m) such that b+ b € Q(n,m),
f(b+0") = (f(b) + f(b)) mod 2";

2. For all b € Q(n,m) such that —b € Q(n,m), f(—b) =
2m — f(b);

3. For all b,V € Q(n,m) such that b — bV € Q(n,m),
fo=b) = 2"+ f(b) — f(¥')) mod 2";

4. For all b)Y € Q(n,m) such that bV €
Q(n,m), fOV) = ((f(b) — 2"Lp<o)(f(V)) —
971y ) /2™) mod 2"

PRrROOF. See Appendix B. a

For the ease of the presentation of the operations in Zgn,
the following operators for all a,a’ € Zan are defined:

n
a®a’ = (a+a")mod2",
abd = (2" +a —a’)mod 2",
a®a = ((a—2"gspm—1)(a' — 2" Tys90-1)/2™) m0d 2"

The following properties can be proved for these new op-
erators.

Corollary 1. The following identities hold:

1. For all b,b" € Q(n,m) such that b+ b € Q(n,m),
fn,m(b + bl) = fn,m(b) D fn,m(bl);

2. For all b € Q(n,m) such that —b € Q(n,m),

3. For all b,V € Q(n,m) such that b — bV € Q(n,m),
fn,m(b - b/) = fn,m(b) efn,m(b/);

4. For all b,b' € Q(n,m) such that bb' € Q(n,m),
fn,m(bb/) = fn,m(b) % fn,m(b/)-

PROOF. The proof directly follows from the application of
Proposition 2. O

The multiplication is more difficult to implement in com-
parison to the summation as the sign of the operands
(i.e., the numbers on which the operators act) needs to be
checked. This creates difficulties in the subsequent sections
(as the sign of encrypted numbers cannot be checked). In-
terestingly, this difficulty is caused by the existence of the
fractional bits. The following properties of the multiplica-
tion are used in the subsequent sections to overcome the
difficulty of implementing it.

Proposition 3. The following properties are valid:

1. aéa’ = aa’ mod 2";
0

2. a®d = (aa’ /2™) mod 2" if 2™|a’ and o’ < 2L,
m

PROOF. See Appendix C. O

Note that if a is divisible by 2™ then f, ] (a) is an in-
teger. Therefore, the complexity of the implantation can
be reduced by ensuring that one of the numbers is positive
and that its fixed-point representation is integer. Finally,
the following useful property can be used for cases where

m # 0.

Proposition 4. For all b’ € Q(n,m) such that bb' €
Q(n,m),

n+2m
fn+2m,0(22mbb/):fn+2m,0(2mb) (? fn+2m,0(2mb)-

PRrROOF. See Appendix D. O

The result of Proposition 4 is particularly useful as the

n+2m

implementation of the operation ® does not require
0

comparisons (see Proposition 3) in contrast to implemen-

n
tation of ®.
m

2.2. Semi-homomorphic encryption

In this subsection, a simple semi-homomorphic encryp-
tion scheme, namely, the Paillier encryption technique, is
introduced. This technique relies on Decisional Composite



Residuosity Assumption® [6]. The encryption scheme is as
follows:

e Key generation:

- Select large prime numbers p and ¢ randomly and
independently of each other such that ged(pg, (1 —
p)(1 — q)) = 1, where ged(a, b) refers to the greatest
common divisor of a and b;

- Compute public key N = pg;

- Calculate private key A = lem(p — 1,¢ — 1) and p =
A~lmod N, where lem(a,b) refers to least common
multiple of a and b.

e Encryption:

- Select random r € Z% := {z € Zy|ged(z, N) = 1};

- Construct the ciphertext of a message t € Zy as
E(t;r) = (N + 1) mod N2.

e Decryption:

- For any ciphertext ¢ € Zy2, the plain text is given
by D(c) = L(c* mod N?)umod N, where L(z) = (x —
1)/N.

In the Paillier encryption scheme, N is the public key
(i.e., it is shared with all the parties and is used for en-
cryption) and the pair (A, ) is the private key (i.e., only
the entity that needs to decrypt the data has access to it).
Following [6], an important (and obvious) property of the
this system is that

D(E(t;r)) =t, Vr € Zi,Vt € Zy.

This shows that there is an invertible relationship between
the encrypted texts and the plain text. The following im-
portant properties can be proved to establish that the Pail-
lier is a semi-homomorphic encryption scheme.

Proposition 5. The following identities hold:

1. For allr,r’ € Zy and t,t' € Zn such thatt+t' € Zy,
E(t;r)E(t;r")mod N2 = E(t +t';r1');

2. For all r € Z% and t,t' € Zn such that tt' € Zy,
E(t;r)" mod N2 = E(t't;r).

PRrROOF. See Appendix E. a

These two properties provide an opportunity to perform
calculations on the encrypted data. However, noting that
it is impossible to check the sign of an encrypted number,
multiplication is not easy to implement. The following
result identifies a few cases in which the multiplication is
implementable.

IDecisional Composite Residuosity Assumption refers to that
given integers N € Z and = € Zy2, it is “hard” to decide whether
there exists y € Zpy2 such that z = yN mod N. This is equivalent
to that the decryption without access to the private key is computa-
tionally impossible unless P=NP.

Proposition 6. Assume that N > 2". For all v € Z}
and a,a’ € Zgn, the following statements are valid:

1. D((E(a;7)* mod N?)? mod N?) mod 2" = a®a with
m

§ =2 ™modN, ifa(% a € Zon, a,a’ < 271, and
m
ged(2™, N) =1;

2. D(E(a; r)a,/Qm mod N?)mod 2" = a Q% a if a % a €

Zaon, 2™|a’, and a' < 2"71;
3. D(E(a;7r)* mod N?)mod 2" = a (% a ifa (% a € Zaon.

PROOF. See Appendix F.

Proposition 6 requires that the outcome of the multi-
plication does not overflow (i.e., it does not become large
than Zs»). Since checking overflows are not possible when
working with the encrypted data, it is up to the designer
to select a large enough set of fixed point rationals so that
the outcome of all the algebraic computations stays inside
the same set.

With these background material in hand, the control
architecture is presented in the next section.

3. Control architecture

Consider the discrete-time linear time-invariant dynam-
ical system of the form

zlk + 1] = Az[k] + Bulk], z[0] = o, (1a)
ylk] = Cx[k], (1b)

where z[k] € RP= denotes the state, u[k] € RP» denotes
the control input, and y[k] € RPv denotes the outputs
measured by the sensors. The controller takes the form of

ulk] = Kylk]. (2)
Throughout this paper, the following assumption is made.

Assumption 1. There exists K € RP«*Py sych that A +
BKC is Schur, i.e., all the eigenvalues of A+ BKC are
inside the unit circle in the complex plane.

Conditions for checking the validity of this assumption
as a function of the model matrices and their sparsity pat-
terns are given in [14, 15]. To be able to implement the
control law in (2) on digital computers, one needs to re-
strict the control gain to be in the set Q(ny, mq)P=*Pv for
some appropriately selected parameters ni,m; € N. The
existence of such quantized control gains is ensured by that
the eigenvalues of a matrix are continuous functions of the
entries of the matrix [16, p.88-89]. In fact, the continuity

shows that, for any K € RP«*Pv such that A + BKC is

Schur, there exists €(K) > 0 such that A+ BKC' is Schur
if | K — K||r < e(K). The following results can be proved.



Algorithm 1 Secure and private implementation of the
static controller with encrypted output measurements.

Require: 11, my, ng, ma, K, y[kl, p, q
Ensure: ulk]

1: Set n = py +n1 +ng and m = my + me

2: # Control designer

3: Compute K € arg min g g, m, e xes [|K' — K|

4: Transmit I'j; = fr42m,0(2™K,;) to the controller

5: # Sensors

6: fori=1,...,p, do

7. Construct §;[k] by projecting y;[k] in Q(ne, m2)

8:  Transmit z; = E(fntom,0(2™g;[k]);r) to the con-
troller

9: end for

10: # Controller

11: for j=1,...,p, do

12:  Set (k] = 27" mod N2

13 fori=2,...,p, do

14: Compute £;[k] = (¢;[k] (le] mod N?)) mod N?
15:  end for

16:  Transmit /;[k] to the actuators

17: end for

18: # Actuators

19: for j=1,...,p, do

20:  Implement u;[k] = D(¢;[k]) mod 2" +2™ /22m

21: end for

Proposition 7. Let K € RP«*Py gsych that A + Bf(C’
is Schur. Let K € argming g, m,yruxry |[K' — Kllp

for my > ftlogQ(e(I_()/‘ /Puby)] and nq > [mq + 1+
log, (max; ; | K;j|)]. Then, A+ BKC' is Schur.

PROOF. See Appendix G. O

In addition to quantizing the controller parameters, the
output of the system needs to be also quantized. Let g[k]
denoted the quantized version of the output y[k], that is,

glkl = min Az —y[k]|l2,

2€Q(n2,m2)Pv
for appropriately selected ns, ms € N. To be able to prop-

erly quantize the output, it should be proved that it stays
bounded.

Proposition 8. Assume that A+ BKC is Schur. There
exists M (xo) > 0 such that y[k] € [—M (x¢), M (xo)]Pv for
the system (1) with controller ulk] = Kg[k] if no > [ma +
1+ logy (M (z0))].

PROOF. See Appendix H. a

The control designer, the sensors, the controller (which
is implemented on the cloud), and the actuators can follow
Algorithm 1 to ensure the private and secure implementa-
tion of the static control law in (2).

Theorem 1. Let K € RPu*Pyv pe such that A+ BKC is
Schur. Assume

N > gpvtmitnz, 3a

(3a)

mi > [—logy(e(K)//Puby)], (3b)
)

)

ny > [my + 1+ logy (max | Ky5)], (3¢
0]
ng > fm2 +1+ 10g2(M(.T0))-| (3d

Then limy_, oo dist(z[k], B(272&)) = 0, where £ > 0 is a
constant?, if the controller is calculated by Algorithm 1.

PrOOF. See Appendix 1. O

Remark 1. (Stability and Performance). Theorem 1
proves that the closed-loop system 1is practically stable
(rather than asymptomatic stability). This is due to the
effect of the quantization. This theorem further relates
the performance of the system to mo, the resolution of
the quantization of the output measurements y[k]. By in-
creasing this resolution, the performance can be improved
arbitrarily.

Remark 2. (Computational Complexity and Com-
munication Overhead). The computation cost of the
encryption and decryption algorithms scale® as O(N?) be-
cause the most burdensome computation in both cases is
calculating exponential operations. Each multiplication s
Algorithm 1 costs O(N?) operations and each exponenti-
ation costs O(N3) operations. Therefore, assuming that
Pu, Py = O(1), i.e., constants independent of N, the overall
computational complezity of Algorithm 1 scales as O(N3).
In addition, note that instead of sending packets of the
size n, the communication involves transmitting packets of
the length O(N). Finally, recall that N itself scales ex-
ponentially with n, i.e., N = O(2"). This exponential
increase in the computational complexity and communica-
tion overhead can be interpreted as the cost of privacy and
security in networked control systems.

Remark 3 (Privacy and Security). The problem of
breaking the Paillier’s encryption and thus, in the setup
of Algorithm 1, figuring out the state measurements y[k]
from all z; and €; is numerically intractable under Deci-
sional Composite Residuosity Assumption if the key length
is selected large enough. In fact, it can be proved that any
probabilistic polynomial-time adversary (i.e., an adversary
with extremely high, yet reasonable, computational ability;
see [17, p. 187] for a proper definition) can only infer the
correct §;[k] from all the communicated messages (i.e., z;
and 0;) with probability 27" plus a negligible function®

2¢ = (e1 4 2)(1/Amin(Q) + 1/Amin(P)) where P, Q, c1, and ca
are defined in the proof of Proposition 8.

3We say f1(N) scales as O(f2(N)) if limn o0 f1(N)/f2(N) =
c < 00.

4A function f : N — Rsgq is called negligible if, for any ¢ € N,
there exists n. € N such that f(n) < 1/n¢ for all n > n. [18].



Algorithm 2 Secure and private implementation of the
static controller with encrypted control parameters.

Require: 11, my, ng, ma, K, y[kl, p, q
Ensure: ulk]

1: Set n = py +n1 +ng and m = my + me

2: # Control designer

3: Compute K € arg min g, mypu ey [|[ K — K| r

4: Transmit I'j; = E(fp12m,0(2"Kj;);7) to the controller
5: # Sensors

6: fori=1,...,p, do

7. Construct §;[k] by projecting y;[k] in Q(n,m)

8:  Transmit ¢;[k] = frntom,0(2™7;[k]) to the controller
9: end for

10: # Controller

11: for j=1,...,p, do

12: Set £;[k] = T mod N2

13z fori=2,...,p, do

14: Compute £;[k] = (¢;[k](T%; * mod N?)) mod N2
15:  end for

16:  Transmit ¢;[k] to the actuators

17: end for

18: # Actuators

19: for j=1,...,p, do

20:  Implement u;[k] = D(¢;[k]) mod 2"+2m /22m

21: end for

of the key length. This is a direct consequence of the se-
mantic security, also known as Indistinguishability under
Chosen Plaintext Attack (IND-CPA), in [6]. Therefore,
the probability that an adversary can infer the measure-
ments (from all the encrypted communications and compu-
tations) is equal to 27™2 for large enough key lengths. Note
that 272 is equal to the probability of guessing a measure-
ment without the basis of any observations. Therefore, the
adversary cannot gain anything from having access to the
encrypted measurements.

Contrary to the previously-described scenario, it could
be of interest to encrypt the controller parameters instead
of the output measurements. This could be because of
that the controller is a trade secret and needs to be kept
privately while outsourcing the computational aspects to
the cloud services. Algorithm 2 describes the procedure
that the sensors, the controller (on the cloud), and the
actuators must follow to ensure the controller parameters
are protected.

Theorem 2. Let K € RP«*Pv be such that A + BKC
is Schur. Assume that the conditions in (3) hold. Then
limy,_, o0 dist(z[k], B(27™2¢)) = 0, where & > 0 is a con-
stant, if the controller is calculated by Algorithm 2.

PROOF. The proof is similar to the that of Theorem 1. [J

4. Laplacian based distributed systems

Consider a network comprised of J nodes. The inter-
connection of these nodes can be captured by a directed
graph G = (V,€) with i € V = {1,...,J} and £ being
the vertex set and the set of directed edges, respectively,
where the directed edge (7, ) € £ if the dynamics of node
j depends on node i. We call a graph G strongly connected
if it is possible to reach any i € V starting from any j € V
by traversing edges in their direction(s). We have the fol-
lowing standing assumption.

Assumption 2. The graph G is strongly connected.

The dynamics of each node V of a vast majority of such
networks (see, e.g., [19-22]) is of the following form

zilk + 1] = Ajz;[k] + 7 (vi[k] + ug[k]) (4)

vilk] = — Z vjilk] (5)
JEN;

vjilk] = wy[k] (k] — 2:i[k]) (6)

where x;[k] € RP=i denotes the state of system i, u[k] €
RPui denotes the control input of node i, N; = {j](4,7) €
&}, wjik] € (0,wWmax), Vi,7 € V and k > 0 with wyax
being a bounded positive real number, and 7 is some ap-
propriately selected sampling time.

Remark 4. Assumption 2 is sufficient for the guarantee-
ing the convergence of the systems whose dynamics are
of the type described by (4)-(6). This assumption is pre-
sented for the sake of simplicity of the exposition and can
be relazed to include the cases where the network is time-
varying. However, this will have no impact on the discus-
sion presented next.

Note that while ¢ in principle does not require the states
of all its neighbours explicitly to evaluate (5), in practice
these values are revealed, i.e., only the difference of the
states is required to evaluate the control law rather than
absolute state measurements. This poses a security risk
due to the fact that if node 4 is compromised by an ad-
versary, the states of all its neighbours are revealed to the
adversary as well. In what follows, a mechanism to remedy
this security vulnerability is described. First, we assume
that each j € N has access to NV;, i.e. the public key of
node i. At each time step k, ¢ transmits E;(zZ; [k]; ri;[k])
to j € N; where Z; [k] = frntom,o0(—2"%;[k]), ;[k] is the
projection of x;[k] onto Q(n,m), and random r;;[k] € Z}, .
Agent j in turn picks a random wj;[k] € (0, Wmax) and com-
putes wj;[k|, i.e. the projection of wj;[k] onto Q(n,m). It
then transmits e;;[k]%!*) mod N? back to i, where

eijlk] = E; (] [k];7ij [k])Ei(j;'[k];pj,;[k:])mode, (7)
with random pj[k] € Zj, jj’[k] = furomo(2mE;[K]),

Wjilk] = fntom,0(2™Wj;[k]), and Z;[k] being the projec-
tion of z;[k] onto Q(n, m). Agent i decrypts this message



and obtains vj;[k] after dividing the decrypted value by
22M without explicitly knowing ij (or in fact z;[k]). In
summary, the secure implementation of (4)-(6) is as the
following:

zilk + 1] = Agai[k] + 7 (vilk] + wi[k]) (8)
vilk] = = vjilk] 9)
JEN;

vjilk] = Dy(ess K™ mod N2)/22™, j € N;, (10)
where D;(c) = L;(c* mod N?)p; mod N;, L;(d) = (d —
1)/N;, and (\;, u;) are the private keys of node i, and
e;; k] is given in (7). In this new setup, if node ¢ is com-
promised only a scaled difference between the state of @
and its neighbours is immediately revealed to the adver-
sary. We conclude this section by stating a few results for
the case where node ¢ is compromised by an adversary.
Consequently, we assume that the adversarial node knows
(Ai, i), (K], and v;;[k]. Note that is due to the fact that
the adversary is able to carry out the decryption step of
(10). For the ease of exposition in what follows we make
the following standing assumption.

Assumption 3. The states z;[k], j € {1,...,J} are
scalar.

The adversary node then needs to find all the solutions to
the following equation to be able to estimate the projection
of x;[k] onto Q(n,m);

w(w - i‘l[k‘]) = ’Uji[k']. (11)

where w,x € Q(n,m). From [23] we know that (11) is
NP-complete and the complexity bound® for finding all its
solutions is equal to © (22"). However, one can make a
stronger statement regarding the complexity of finding at
least one pair (z,w) that satisfies (11). To this aim, one
needs to cast (11) as integer linear equations.

Before continuing any further we define the following
sets:

Qf = {(, e — o9 = Bji,
[%2) S Zz2n—1,2n,19 € Zzn—l,l} (12)

where o = (Z;[k] +2"~™)2™, B;; = 2%™v;;[k], and

Q5 = {(p,9)|e + of 0 = =i,
SD S Z22n—1_2n,'l9 S ZQn—l_l} (13)
where a; = (Z;[k] —2"7™)2™. Moreover, define x;; as the

set of all solution pairs (z,w) of (11) with z,w € Q(n,m).
We have the following result.

5For positive functions x(n) and y(n) of integer number n we
write z(n) = O(y(n)) if there exist ¢, ¢’ > 0 such that large enough
n, cy(n) < z(n) < 'y(n). For more details on O(-) the reader may
consult [23, Chapter 8].

Proposition 9. The following statements are true.

1. For any (z,w) € xj; there is a unique (p,9) € th
such that ¢ = w(z + 2""™)22" and ¥ = 2Mw.
Similarly for any (p,9) € Q]t there exists a unique
(z,w) € xji such thatw =2""9Y and x =279 1p—
an=m,

2. For any (z,w) € xj;i there is a unique (p,V) €
Qj; such that ¢ = —w(x — 2"7")2*" and ¥ =
2mw.  Similarly for any (,9) € Q; there exists

a unique (x,w) € xji such that w = 279 and

r=—2""yY Ly 2n"m,

3. x|l = |Q; = [Q;| where | | denotes the cardinality
of its argument.

PRrROOF. See Appendix J.

The following proposition introduces potentially smaller
subsets of sz and 2 that contain at least one of the
solutions to (12) or (13).

Proposition 10. The following statements are true.

1. If Qj‘l # () then there exists at least one pair (¢,V) €
Q;‘Z such that (¢,9) € fbji where

o, = {(p,0)lp — o] 9 = Bji,
pE Zmin(22”*172",'y;;)’
ve Zmin(2”*171,'y;)}7 (14)

v =200, (1+ |Bjl), and niy = max(1, o).

2. If Q3 # 0 then there exists at least one pair (p,9) €
Q;,; such that (p,9) € ®; where

@, ={(p, D]+ a; I =B,
peZ

min (2271 —2m ,y3)”

Je Zmin(2”*171,'y]._i)}7 (15)
Vi = 20_ (1 +1Bjil), and n;— = max(1, |y |).

PROOF. The proof is a consequence of applying Theorem
13.4 of [23] to (12) and (13).

Remark 5. Note that there is no guarantees that the fea-
sible solution pairs that belong to @j‘i and ®; correspond
to the real values of & k] and wj;[k]. But in the absence of
any other known bounds on the solution of the integer lin-
ear programs of the type described above, in what follows,
we limit our discussion to these solutions.

In the absence of any other information (and if P #
NP), the computational complexity of finding the so-
lutions promised in Proposition 10 is equal to v;; =
© (min ( ;;,1/);1-,22")) where

jt- = min(2""! — 1,'yj+i) min (22" — 2”77;-2)7



and
Vi = min(2" " — L,v5:) min(22"71 — 2", 95)-

However, in the case where Z;[k] > —2"—™71 4, =
S) (min ((7%)2,22”)) or if ;[k] < 2"~™~1 — 27™ then
vji = © (min ((7}2)2,227’)). These observations lead to

the following result.

Proposition 11. If node i is hacked by an adversary,
then the computational complezity of the problem of find-
ing one pair of feasible solutions of (11) is equal to
e (min1(4(1 + 1B5il)%,2%7)) if @;[k] = —2n™ L or &[k] =
anmm=L =,

PROOF. Let #;[k] = —2""™~1 (as the case where 7;[k] =
gn—m=1 _ 2=m g identical). Then of = 0, w;;- =
2(1 + |Bjil), and consequently from Proposition 10 v;; =

Proposition 11 states the relative ease of finding at least
one pair of feasible solutions of (11) if the hacked node has
a state close to the boundaries of Q(m,n). From a control
design perspective then it is necessary to ensure that n is
chosen in such a way that #;[k] does not take any value
close to the extrema of Q(n, m), i.e. =27~ or 2"~ —27"",
For instance if n is selected in a way that |Z;[k]| < & for
k € Q(n,m) and k > 0 then with similar arguments to
those in the proof of Proposition 11 it can be seen that
the smallest computational complexity of finding a pair of
solutions of (11) becomes 7;; = © (min (’(/J;-;, 227)), where
v =20@m@2mt - f<;))5 (14 Bjil)). Selecting n in a
way that k£ < 2"~™~! renders the computational com-
plexity of finding one pair of feasible solutions equal to
that of finding all the solutions of (11), i.e. v;; = © (22").

5. Experiment and numerical example

In this section, first, the application of Algorithm 1 to
navigate a differential wheeled robot to a desired desti-
nation is demonstrated. The robot is a low-cost platform
named GoPiGo developed by Dexter Industries. The com-
putations are done locally on a Raspberry Pi 2 that is
connected to the robot. The position of the centre of mass
of the robot is measured using an OptiTrak camera sys-
tem; see Figure 3. The speed references for each of the
wheels are provided such that the robot travels with de-
sired linear and angular velocities. Particularly, one can
apply appropriate inputs to the wheels to choose between
two modes of operations; (1) turn on the spot, (2) move
on a direct line along the robot’s heading direction, see
[24, Chapter 13] for more information on the equations of
motion for a differential wheeled robot. Let x = [z1,22] "
and 6 € [—m, 7] denote the position and the heading of
the vehicle, respectively and 7 is the sampling time. In
this experiment sampling time is set to be equal to 0.1s.

Figure 3: The experimental setup.

Moreover, v and w are the linear and the angular velocities
of the vehicle such that |v] < Vpax and |w| < wWpax with
Umax and wmpax being the maximum values for the linear
and angular speeds. The desired destination is assumed
to be 24 = [0.9,0.9] T and is provided by an external con-
troller. It is assumed that x and x4 need to be encrypted
with p and ¢ being random prime numbers in [263,264].
Moreover, n = 10 and m = 5. For security purposes,
the reference planner and the sensor encrypt their mes-
sages and the external controller calculates and transmits
Alk] = E(fontom,02mK (24 — Z[k]));7) (based on the en-
crypted data using Algorithm 1) to the robot at each step
k where K is a random integer unknown to the robot. It
is ensured that wmax > 27/7 and vmax > K(xg — 2[0]).
Under the aforementioned modes of operation where for
the first half of the sampling time the robot turns on the
spot and for the second half it travels along its heading,
and in the light of this assumption the dynamics of the
robot can be written as

[k + 1] = z[k] + gu[k] (16)
Olk + 1] = O[k] + gwd[k] (17)

where v[k] = D(Ak]) and wy[k] is the smallest signed an-
gle between 0[k] and 64[k] = tany'(v[k]) with tang '(-)
being the two argument inverse tangent of its vector argu-
ment. The trajectory of the centre of mass of the robot is
depicted in Figure 4. A video of the experiment can also
be accessed on YouTube®. Table 1 shows the computa-
tional time required for encryption, computing the control
law (using the encrypted measurements), and decrypting
the control signal for various key lengths (in bits). As
expected the computational time increases with the key
length; however, it is possible to perform all the required
tasks if the key length is smaller than or equal 256 bits
within 0.1 sec sampling time. For larger key lengths, sam-
pling time should be increased, e.g., the sampling time
should be increased to 0.25 sec if the key length is 512 bits.

Next, we consider the case where J = 10 mobile agents
over a connected graph with dynamics

ZT; [k‘ + 1] = .Tz[k?] + TV; [k‘]
vilk] = =) vjilk]

JEN;

Shttps://youtu.be/7M17REbcv4o
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Figure 4: The trajectory of the centre of mass of the robot. The
experiment is assumed to be complete when ||z[k] — z4|| < 0.05.

Table 1: The computational time of various parts of the algorithm.

[ Key length (bits) [ 64 [ 128 | 256 [ 512 |
Encryption (ms) || 0.897 | 2.877 | 15.568 | 103.333
Controller (ms) || 0.951 | 2.934 | 15.800 | 108.921
Decryption (ms) || 0.318 | 0.976 | 5.408 | 36.537

where v;;[k] is obtained from decrypting the encrypted ver-
sion of wj;[k] (z;[k] — x;[k] + u; — u;) similar to the mech-
anism outlined in Section 4 where u;, i € {1,...,J} deter-
mine the shape of the formation that the agents acquire.
Each agent ¢ does not have access to x;[k] and u;, j € N; in
this simulation. In this simulation, similar to the previous
case, the private keys are selected from [263,264] n = 10,
m =5, 7 = 0.1, and wmax = 3. The trajectories of the
agents are depicted in Figure 5.

6. Conclusions

In this paper, networked control systems with encrypted
sensors measurements were considered. The sensors use
the Paillier encryption, which is a semi-homomorphic en-
cryption, so that the controller can perform the required
computation on the encrypted data. The parameters of
the encryption technique were constructed to guarantee
the stability of the closed-loop system and to ensure cer-
tain bounds on the closed-loop performance. This provides
strong privacy and security guarantees for the closed-loop
system at the cost of extra computations (thus increasing
the consumption of resources, such as energy and time).
Future research questions may include implementing dy-
namic feedback controllers and taking advantage of hard-
ware acceleration for faster computation of the compo-
nents of Algorithm 1 and Algorithm 2. One of the dif-
ficulties of the dynamic controller is that the number of
the fractional bits in the state of the dynamic controller,
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Figure 5: The trajectories of the agents converging to a formation
shape under semi-homomorphic encryption information passing.

which is encrypted, grows larger with time (due to pres-
ence of multiplications of rational numbers). Therefore,
the encrypted implementation of the dynamic controller
can only run for a short planning horizon. Computation-
ally friendly methods should be developed to address this
difficulty.
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Appendix A. Proof of Proposition 1

Since the proofs of parts (1) and (2) are very similar,
the proof of part (1) is only presented. First, note that

o (Frm (D))
L (2™bmod 2")

(-m e enie)

where b, € {0,1} for all i € {1,...,n} are selected so
that b = —b,2"~ ™1 4 S0t gi-m- 1b For b > 0, the

bn2n—1 + Z 2i_1b7;
i=1

-1
n,m

10

L (fa.m(b)) can be further simplified to

()
(o)

> 2,
=b.
L(f(b) =bif b<0.

expression for f

Frm (frm (b))

i=1

A similar argument leads to that f—

Appendix B. Proof of Proposition 2

Note that
(f(b)+£(')) mod 2" =(2"bmod 2" +2™b mod 2") mod 2"
—2™ (b 4+ ') mod 2"
—fo+¥).

For any b € Q(n,m), there exists (b;)7, € {0,1}" such
that b = —b, 2"~ "~1 4 S "7 9i=m=1p, Therefore,

f(=b) = (—2™b) mod 2"
S 121_1l)>mod2”, b>0,
S 2i1bi) mod?2”, b <0,

on — S oty b >0,

L S 12@*11)1, b <0,

2" — a, b>0,
~)on <2n Ly 12“5), b<0,
o

where a = f(b). For the product operation, the proof
needs to be separated into multiple cases:

e Case 1 (b, > 0): Let a,a’ € Zan and b, b’ € Q(n, m)
be such that a = f(b) and a’ = f(b'). In this case, it
can be proved that

FOO) = f(f~1(a)f(a")
f((@=2"gz9n1) (@' = 2" Lar5gn-1)/22™)
f(ad'/2°™)

(aa’/2™) mod 2".

e Case 2 (b>0 and V' < 0): Note that

fb') = f((a— 2n1a22n*1)(a/ - 2”%/22"'*1)/22"1)
fla(a’ —2m)/2*™)

(a(a’ —2™)/2™) mod 2".



e Case 3 (b,b' < 0): It can be shown that

f(o') = f((a— 2"%22”*1)(‘1/ - 2n1a'22"*1)/22m)
= f((a—2")(a" - 2")/2°™)
= ((a —2")(a’ —2™)/2™) mod 2".

This concludes the proof.

Appendix C. Proof of Proposition 3

The proof of part (1) directly follows from the applica-
tion of Proposition 2. For part (2), the following two cases
may occur:

e Case 1 (a < 2"71): In this case, by definition, a®a =
(aa’ /2™) mod 2™.

e Case 2 (a > 2" 1): Note that

a®a = ((a—2")a'/2™)mod 2"

3®=

= (aa’ /2™ —2"(a’/2"™)) mod 2"
= (aa’/2™) mod 2",

where the last equality follows from that o' /2™ € Z.

This concludes the proof.

Appendix D. Proof of Proposition 4

First, construct b = 2™b and é’ = 2™y, Since b,b’ €
Q(n,m), it can be deduced that b, ¥’ € Q(n+m,0) C Q(n+

2m,0). Let a = fum(b), @' = fam(V), @ = fuyamo(b),
and @’ = fr1om,0(0’). Now, Corollary 1 can be used to

__ n+2m __
show that f,12m,0(00") = a (}09 a’ since b € Q(n +
2m,0) following the observation that bb' = 22"bb’ with
b’ € Q(n,m). Therefore, fr, (b)) = fnm(b0'/22™) =

fn,m(f;_&mﬂ(a (% @/)/QQm).

Appendix E. Proof of Proposition 5
Notice that
E(t;7)E(t';r") mod N2

= (N + 1) (77")N mod N
=E@t+t;r"), Vr,r' € Zy,Vt,t' € Zn,

and

E(t;r)" mod N2 = (N + 1)""'N mod N2

=E({t't;r" ), Vr € Zi,Vt,t' € Zy.

This concludes the proof.
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Appendix F. Proof of Proposition 6

The proof of part (1) follows from

(E(a;r)* mod N?)’mod N2=E((aad’) mod N; 7 )’ mod N
E((aa’6) mod N; r®?)
(

E(
(
E((ad’ /2™) mod N;r% %)
(
(

Eaa// m a9)

)

Ea(%a’,r 9.

The proof of the rest of the parts follows from the appli-
cation Propositions 5 and 3.
Appendix G. Proof of Proposition 7

If ng _and mip are selec_ted such that 2m1—mi—l1
max; j |K;;| and 27 < €(K)/\/Duby, then

>

IK - Kllp=[> (K —Kij)3

i,J

2 K

:E(R).

pupy

This concludes the proof.

Appendix H. Proof of Proposition 8

The stability of the closed-loop system implies that
there exists a Lyapunov function of the form z " Pz with
positive-definite P for which (A+ BKC)" P(A+ BKC) —
—Q < 0 [25, p.71]. Let e[k] = y[k] — y[k]. As-
sume that |e;[k]] < 27™2 for all k. First, we prove that
X = {z € RP= |2 Pz < (} for an appropriately selected
( is an invariant set. To do so, notice that

zlk +1)" Pzlk + 1] — z[k] " Px[k]
=z[k]"((A+ BKC)"P(A+ BKC) — P)z[k]
+22[k]"(A+ BKC) " PBKe[k]
+e[k] " (BK)" PBKelk]
< — z[k] T Qz[k] + ¢127™2 4 cp272m2 (H.1)
< — z[k] T Qulk] + (c1 +e2)27™2, (H.2)
where

c1 = 2v/C¢/Amin(P) Z (Wil

¢2 = Pydmax(K ' BT PBK)



with W = (A + BKC)"PBK. The inequality in (H.1)
follows from that
22[k]" (A4 BKC)" PBKel[k]
<2|z[k] T Welk]|
<2 i k][ Wi |[e; (]|

2,7
< (VTR P S I3 )2
4,7

In what follows, we select ¢ so that X becomes an invari-
ant set since both Q and P are positive-definite matrices.
First, for all z[k], we get that

2[k] Qa[k] = Mnin(Q)[H] " [k]
> Aunin (Q)/ Amax(P)a[k] " Pxk].
To prove that X is invariant, we need to show that if z[k] €
X then z[k + 1] € X. Assume that z[k] € X. We prove
that also z[k + 1] € X.

Case 1: Let Apin(Q) < Amax(P); we will prove the other
case later. Therefore, we get

zlk +1]"Pzk 4+ 1] < (1— min ))x[k]TPx[k]

(Q
max (P)
+ (1 +cg)27™

< (1 - m;((Q)) )C + (c1+ )27

Note that x[k + 1] € X if z[k + 1] " Px[k + 1] < ¢, which
can be ensure by selecting ¢ such that

(1- 2l

Amax (P)
This inequality is equivalent to that

)\min(Q)
Amax(P)

>C + (1 4+¢2)27™ < (.

2t=m2 37, (Wi
i,J J -m
— — 272 > 0.
C )\min(P) \/> 2 N

Due to the structure of the left-hand side of this inequal-
ity (being a second order polynomial in /¢ with a posi-
tive leading coefficient), there exists ¢ (the largest root of
the aforementioned polynomial) such that the inequality
is satisfied if ¢ > max(0,<)?.

Case 2: Now, let Apin(Q) > Amax(P). Therefore, we get

zlk + 1T Px[k 4+ 1] < (¢1 + ¢2)27™2.

To ensure that z[k + 1] € X, we can select ¢ such that
(Cl + 02)2—m2 < C
This inequality is equivalent to that

9l—mz Z . W‘
%3 v —m
_ — 272 > 0.
Amin(P) \/E 2 B

C_
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Following the same line of reasoning, we can show that
there exists ¢ (the largest root of the second order polyno-
mial in /C in the left hand side of inequality) such that
the inequality is satisfied if ¢ > max(0,¢)?.

This proves that & is an invariant set if ¢ > max(0, ).
Now, the constant M (xo) can be chosen such as M(xg) =
maXgex Maxi<i<p, |C;z|, where C; denotes the i-th row of
matrix C. Finally, if n is selected such that 2n2=m2-1 >
M (z0), it can be ensured that |e;[k]| < 27™2. This con-
cludes the proof.

Appendix 1. Proof of Theorem 1

First, we show that the set X’ := {x € RP+ |z Pz <
(e1 + ¢2)27™(Amin(P)/Amin(Q) + 1)} is an invariant set.
To do so, we prove that if z[k] € X”, then z[k + 1] € X”.
One of the following two cases occur.

Case 1: Assume that z[k] € X’ and z[k] T Px[k] > (¢
€2)27" Amin (P)/Amin (@). In this case, z[k + 1]TPx[

1] — x[k] T Pz[k] < 0 because

zlk 4+ 1]" Pz[k + 1] — z[k] " Px[k]
< —Amin(@)z[k] " z[k] + (e1 + c2)27™
< ~(Aunin(@Q)/ Amin(P)z[k] " P[] + (c1 + 2)27™

with the controller ulk] = Ky;[k]. Hence, z[k + 1] € &”.

Case 2: Assume that z[k] € X" and x[k]TPac[k] (1 +
€2)27" Amin (P)/Amin (Q). In this case, x[k+ 1]TP:U[k—|— 1]—
x[k] T Pxz[k] is not necessarily negative and, thus, the value
of the Lyapunov function might increase. The increase is
however bounded as x[k + 1]T Px[k + 1] — 2[k] T Pz[k] <
(c1 + ¢2)27™. Therefore, z[k + 1]T Pa[k + 1] < (¢ +
€2)27"™(Amin (P)/ Amin (Q )—|—1)7 where the inequality follows
from that z[k] T Pz[k] < (¢1 + ¢2)27™ Anin(P) /Amin(Q)-

Now, we need to prove that the set X’ is an attractive
set. This follows from that

zlk +1]" Px[k 4 1] — z[k] " Px[k]

< = (Amin (Q)/Amin(P))z[K] " Palk] + (c1 + c2)27™
< 07

where the second inequality is because z[k] T Px[k] > (c; +
€2)27" Amin (P)/Amin (Q) if x[k] ¢ X7.

Note that, evidently, if all the trajectories of the
system converge to X', they also converge to B((c; +
2)27"(1/ Amin(Q) + 1/ Amin (P)))

To be able to use the results of Proposition 3, 5, and 6,
the outcome of all the summations and the multiplications
should not over flow or under flow from the set Q(n,m).
Therefore, n > p, +n1 +no and m > m; + mo must be
selected to ensure this property. These numbers are calcu-
lated based on the worst-case scenarios (very large or very
small numbers are multiplied and summed). The rest of
the proof follows from the application of Propositions 3, 5,
and 6.



Appendix J. Proof of Proposition 9

Observe x;; = {(z,w)|lwz — wi;[k] = vilk],z,w €
Q(n,m)}. It can be seen that one obtains \Qm via the
change of variables ¢ = w(x + 277")22™ and ¥ = 2w
and letting Cv:_ = (ji[k}] + anm)Qm and Bji = 22mvji[k}.
Noting that the aforementioned change of variables are
equivalent to w = 27 and = 27™Y¥ 1y — 2" com-
pletes the proof for the first statement. The second state-
ment can be established in a similar fashion as well. The
third statement is a direct consequence of the first and the
second statements.
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